
Document information

Publication
Spain Arbitration Review |
Revista del Club Español
del Arbitraje

Bibliographic
reference
Omar Puertas Álvarez, Oriol
Valentí i Vidal, et al.,
'Unlocking Blockchain
Evidence in International
Arbitration', Spain
Arbitration Review |
Revista del Club Español
del Arbitraje, (© Club
Español del Arbitraje;
Wolters Kluwer España
2022, Volume 2022 Issue 43)
pp. 15 - 29

KluwerArbitration

Unlocking Blockchain Evidence in International
Arbitration
Omar Puertas Álvarez; Oriol Valentí i Vidal; Laura Díaz Vallespinós

Este artículo explora la relevancia y beneficios de utilizar prueba blockchain en
procedimientos adjudicativos y analiza si las normas actuales en arbitraje internacional
permiten su admisibilidad. Los autores sugieren que, a pesar de que el marco normativo
actual es suficientemente vago como para permitir la admisibilidad de la prueba
blockchain, se deberían crear nuevas normas o guías expresas en esta materia para
minimizar los costes transaccionales de las partes, incrementar la seguridad jurídica en el
procedimiento, y posicionar el arbitraje internacional en la primera línea de los foros de
resolución de disputas.
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1 The Nature and Operation of Blockchain Technology
Blockchain was conceived in 2008 by a person or group of people using the name Satoshi
Nakamoto as the enabling technology of bitcoin, a cryptocurrency that sought to avoid
the shortcomings of traditional transaction systems. The concept was so disruptive
that most people, including some technology experts, were unable to fully grasp it.

Thirteen years later, and after having had significant impact on multiple industries and
markets, there is still a general lack of understanding of what blockchain is and how it
works. This is remarkable, given that cryptocurrencies and smart contracts—the most
visible applications of blockchain—have become popular alternatives to traditional
financial and legal contractual mechanisms. Although defining the nature and operation
of blockchain is not an easy task, it is obviously an essential first step in any academic
paper (legal or otherwise) that aims to analyze what blockchain could—or should—be
used for.

Blockchain's innovation—and intricacy—lies on the fact that it is a distributed ledger, so
storing information in the system only happens once the information has been validated
and accepted, not by a central controlling authority, but by a global network of
computers known as “nodes.” Once a piece of information has been validated, it is
replicated by every node, and stored in a “block.” Subsequent transactions or data
loaded in the system will undergo the same process, thus creating the self-named
“block”-chain.

A simple way to understand blockchain would be to say that it is essentially a database
initially used to track and safeguard economic transactions but that now allows storage
of other data and documents. Perhaps the most valuable feature of  a blockchain is
that the information it contains is time-stamped, immutable and tamper proof. In other
words: once the data has entered the blockchain, it cannot be retroactively modified
without the alteration of all subsequent blocks, which requires consensus of the network
majority.

The reason behind this is what is called “hash cryptography.” Every block that stores
information on the chain has a certain “hash,” which is a value generated by a
mathematical algorithm codifying the original data. The next block on the chain must
contain the hash number of the previous block. Therefore, if someone wanted to modify
the information on the chain, the hash produced by even a slight change would
essentially be different, and the hashes of the subsequent blocks would no longer match.
Since every node includes a duplicate of the chain history, any attempt to modify a node
that makes it inconsistent with the chain history will automatically be disregarded and
not be recorded in the chain.

The above elements of blockchain technology offer multiple uses. Smart contracts,
cryptocurrencies, crowdfunding and supply chain auditing are just some of the many
applications of blockchain, but it is safe to say that others will soon come up.
Governments have already passed legislation promoting blockchain development and
use. However, the increasing importance of this technology in markets, industries and
governance raises the question of whether the legal system is ready to embrace
blockchain applications.

(2) 

P 16

2 Using Blockchain as Evidence: Impact and Challenges
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a Relevance of blockchain in dispute resolution mechanisms
Although there is extensive literature on the commercial and business impact of
blockchain, the effects that it may have on the legal system have not been thoroughly
discussed. This does not imply that the legal field can sidestep this technology. In fact,
there is plenty of evidence to the contrary. Some of the ways blockchain is already
influencing dispute resolution mechanisms can be summarized below:

1 Blockchain as a new object of litigation. The rise in popularity of blockchain
technology inevitably translates into increasing litigation regarding its application
and use in many markets and industries and on whether it can even be
trademarked (which, in a way, relates to its very nature). 

2 Blockchain as the trigger to creating specialized fora. The ever-growing caseload is
a concern for courts in many countries, some of which have already set up
specialized courts (e.g., China), or are currently considering it (e.g., Spain), for
the litigation that typically arises between companies operating with blockchain
that must submit blockchain records to prove their case.
Moreover, the need for specific fora for resolution of blockchain-related disputes
manifests itself outside the judicial system, with the creation of specialized arbitral
tribunals (e.g. the Arbitration Court of the Blockchain and New Technologies of the
Chamber of Commerce in Poland) and the inclusion of dispute resolution
mechanisms in blockchain platforms such as Confideal or JuryOnline. 

3 Blockchain as a new litigation platform. Besides becoming the object of legal
proceedings, blockchain has also entered the legal field as a mechanism for dispute
resolution. Researchers in Japan have recently designed a “digital court” operating
through a blockchain system, in which the consensus of the nodes decides whether a
party in a dispute has breached its agreement with a counterparty. Likewise, in
2019, China's Internet Courts built their own blockchain platforms through which
more than three million litigation activities were settled that year. 
International dispute resolution is also slowly opening up to the use of blockchain,
with critics voicing their discomfort and their apparent reluctancy to digital change
the practice. The creation of blockchain platforms for alternative dispute
resolution such as Kleros and the existence of working groups researching the
necessary steps  for traditional institutions to take advantage of blockchain
prove we are in the early stages of the digital remodeling of dispute resolution
mechanisms.

4 Blockchain as a way of safeguarding information. This technology may also be useful
in simplifying the custody and handling of evidence by the authorities. The
Head of Digital Architecture and Cybersecurity at the United Kingdom's Ministry of
Justice announced in 2018 a blockchain pilot program aimed at managing digital
evidence by maintaining a foolproof audit of the chain of custody. In that, the
United Kingdom has drawn inspiration from Estonia, considered the world's most
digital country, which relies on blockchain to safeguard highly protected data such
as its citizens' health records. 
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b Current uses of blockchain as evidence
Without underrating the impact of blockchain on dispute resolution mechanisms, some
people consider that the admissibility of blockchain evidence in litigation is central to
its overall avail. Others find it virtually useless if unreliable in court. However, the
value of blockchain evidence is undisputable and arises from its immutability,
encryption and time stamping features. The evidentiary value of blockchain systems is
twofold:

1 As proof of transactions carried out within the system. The existence of a transaction
can be proved through a blockchain receipt, as it is tracked, validated, registered
and time-stamped in the chain through a hash. If admissible at trial, it would be a
verified proof of the time, place and nature of the transaction.

2 As an authentication system for information produced outside the blockchain.
Deploying information on the blockchain, which functions as a tamper-proof,
timestamping database, has a huge impact on the pre-constitution of evidence. For
instance, uploading a design on a blockchain platform would be proof that it
existed at a certain time, a piece of information that would be key for any judge 
deciding on its ownership. Some also argue that blockchain is the solution to a
challenging problem: the uncertainty of the source, integrity and authenticity of
digital data in relation to the original document. By comparing the hash of the
original external document to the one deployed on a blockchain, an expert can
determine whether they are exact copies.

The immutability of blockchain is widely recognized by technical experts, although
lawmakers and the judiciary must be convinced of its reliability for substantive and
procedural law to fully take advantage of this new, more efficient technology that may
eventually make notaries unnecessary. And they must also understand that the value of
blockchain will not be lessened by it not being acknowledged or used in court.
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c Potential drawbacks of the admissibility of blockchain evidence
Despite the particularities of every legal system and its possible drawbacks, many
jurisdictions share concerns about the functioning and security of blockchain, and they
are uncertain about how to present digital evidence in court.

The first drawback is that most lawmakers, law practitioners and courts are still not
familiar with how blockchain works, which explains their skepticism—if not open
reluctance—towards the admissibility of blockchain evidence, as they believe that
immutability is not always granted. Since validation of data on the blockchain depends
on the decision of the majority of the nodes, if a hacker attack affected or came from 51%
of these nodes, the blockchain information could be tainted. Studies show that the
probative value of a blockchain platform also depends on the cost associated with such
an attack. Law practitioners and judges must first understand how blockchain works
and its potential limitations to be able to trust the platform that is storing the data;
otherwise, it is unlikely that blockchain evidence will be admitted as evidence.

Another drawback is an obvious question that practitioners may have; i.e., how to submit
blockchain records in court. To date, the option that many countries have adopted is
presenting the hash alongside an expert certification or statement, as we explain below.

Many of the obstacles and uncertainties surrounding blockchain evidence arise from the
gap between traditional procedural law, usually based on documentary evidence, and
the dominant digital world. Fortunately, countries are already working on reducing this
gap both through legislative changes and governmental actions, as we will see in the next
section.
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3 Blockchain and Jurisdiction: A Comparative Analysis of the Admissibility of
Blockchain Evidence in National Courts

a China
“The technologies like blockchain should not be dismissed or the standard of determination
thereof should not be raised because they are novel and complex technical means at
present, nor should the standard of determination thereof be lowered because it is difficult
to tamper with or delete the technology.” 

With this ruling, China reportedly became the first country to admit blockchain evidence
in court. This was soon confirmed by China's Supreme Court, which established that
Internet Courts will confirm the authenticity of electronic data, if collected through
electronic signature, time stamps, hash value verification, blockchain or other tamper-
proof verification methods. 

On August 1, 2021 the Online Litigation Rules for People's Court issued by China's Supreme
Court took effect. These rules are applicable to the very own Supreme Court as well as
lower courts over the country and expressly state that electronic evidence stored through
blockchain technology will be presumed to not have been tampered after its uploading
to the blockchain, if (i) its consistency is technically verified, and (ii) there is no contrary
evidence sufficient to overturn the presumption. 

If authenticity is questioned by the parties, the rules draw a line between alleged
tampering before and after the storage in the blockchain. Whilst authenticity after
uploading should only be confirmed by a judge if reasonable and through, inter alia, an
assessment on the reliability of the blockchain platform, the authenticity of the evidence
before its uploading to a chain is subject to stricter scrutiny. Thus, the proponent party
will need to prove the authenticity of the evidence stored in the blockchain via
documentary, testimonial or other corroborating evidence. 

Interestingly enough, the Online Litigation Rules for People's Court do not seem to specify
any treatment regarding evidence that has not been stored in the chain, but rather born
in it. However, if authenticity after uploading is already hard to contest under the rules,
there is no reason to think that evidence arisen from a blockchain will not enjoy the
same, if not more, probative value. 
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b United states
The United States has a two-tier legislative and judicial system, with federal government
and courts one the one hand, and state governments and their respective courts on the
other.

Where the Federal Rules of Evidence (“FRE”) apply, accepting evidence depends on its
relevance, reliability and rightness. Thus, accepting blockchain evidence can be opposed
on the grounds that it may not always fulfil these requirements:

(i) The “reliability” of blockchain evidence may be questioned as hearsay (i.e., an out-
of-court statement used to prove the truth of the matter asserted) given that the
blockchain system relies on subjective input of information. However, some
authors argue that it could fall under the hearsay exception of business records
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(FRE 803(6)). 
(ii) The “rightness” of evidence relates to authenticity. Recent amendments to the

FRE and relevant caselaw establish that the self-authentication of a blockchain
record (i.e., no extrinsic evidence of authenticity is required) may be upheld if
accompanied by an expert's certification of authenticity (FRE 902(13)).

Several states have pioneered legislation that expressly allows for the introduction of
blockchain evidence in their court systems. The first one to do so was Vermont in
2016, establishing that digital data extracted from a blockchain would be admissible and
deemed self-authenticating if submitted together with a written statement by a qualified
expert confirming the transaction details. 

Likewise, the Illinois Blockchain Technology Act provides that blockchain data can be
used in proceedings if authenticated. This, together with the Illinois Rules of Evidence,
which state that authentication is granted by submitting electronic data with a qualified
person's affidavit, confirms that Illinois has also set a blockchain-friendly environment
for its practitioners. 

Other states have followed similar paths (e.g., Delaware, Arizona and Ohio), although
some expressly recognizing only the “legal effect, validity or enforceability” of blockchain,
without specifying its status as evidence. As acknowledged by professor Goodenough,
the importance of express regulation on admissibility of blockchain data in legal
proceedings cannot be underestimated, even in common law countries like the United
States, since “relying on common law processes of case-by-case adjudication to work this
through would be time-consuming.” 
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c Europe
The European Commission is striving to position the EU at the vanguard of blockchain
innovation through several initiatives such as the European Blockchain Partnership and
the European Blockchain Observatory and Forum. The goal of these two initiatives is to
advance the development of blockchain ecosystem within the EU through, inter alia,
promoting a more certain legal framework for blockchain and distributed ledger
technologies. 

Although it is true that the EU has yet to approve harmonizing legislation regarding the
legal recognition of blockchain data, EU Regulation 919/2014 on electronic identification
and trust services for electronic transactions dated July 23, 2014 (“eIDAS”), which
establishes the legal treatment for electronic signatures, has been deemed somewhat
applicable to blockchain. 

Thus, an analysis on the similarities between electronic signatures and blockchain
records leads to the conclusion that the eIDAS implicitly grants legal standing to the data
contained in a blockchain registry or contract. This thesis has been explicitly enshrined in
Italy's recent Act 12/19, which establishes that data stored in distributed ledgers like
blockchain must have the same legal treatment granted to electronic time stamps as
defined by the eIDAS.

Cross-referencing to the eIDAS is not flawless, though. This regulation provides three
levels of legal recognition of electronic time stamps: simple, advanced and qualified.
While only qualified timestamps enjoy a presumption of accuracy, blockchain systems do
not usually meet the criteria to be deemed as such, since qualified timestamp systems
need the intervention of a so-called Trust Service Provider, which blockchain systems, by
design, do not provide.

The French National Assembly seems to agree with this criticism. In fact, in December
2019 it confirmed through an official statement that “upon the eIDAS regulation (…), in
order for the presumption of reliability to be applicable in matters of signature and time
stamping, a trusted third party must be presented, and blockchain technology does not
provide it.” France  is reluctant to regulate blockchain as evidence due to concerns
about validity, although it seems to enable judges to assess by themselves the probative
value of this data, thus confirming that its digital nature cannot be the only reason to
reject it. 

The European Blockchain Observatory and Forum itself has also acknowledged that
blockchain timestamps do not currently benefit from the highest standard treatment
under the eIDAS but, foreseeing that this may change soon, it entrusts judges to evaluate
on a case-by-case basis whether blockchain-based timestamping solutions qualify under
the eIDAS framework. 

Other States that are currently debating this issue are Germany, the United Kingdom and
Spain. The German government is examining “how data, secured in blockchain-based
applications, can (first) be provided to courts or (where applicable) official verification
bodies, in order for the data to function as proof, and (secondly) whether it is thereby
possible to guarantee tradeability (sic), as law requires.” 

The United Kingdom's government, without specifically analyzing legislative changes on
admissibility of evidence, is piloting a blockchain project of evidence storage for the
management of courts, which may entail future express recognition of the secured data.

(34)
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Similarly, Spain has set up a research group within the General Counsel of the Judiciary
(Consejo General del Poder Judicial), whose activities include discussing the probative
value of blockchain evidence in the current legal system. 

(41)

(42)

4 Blockchain Evidence and International Arbitration

a Desirability of blockchain evidence in international arbitration
The question of whether it is desirable for blockchain evidence to be admissible in
international arbitration can be approached from two different perspectives: (i) at the
micro level, from the perspective of the litigant; and (ii) at the macro level, from the
perspective of the industry.

At the micro level, it may be helpful for litigants who usually operate with blockchain
platforms to have the option to submit evidence extracted from them.

In “Deloitte's 2021 Global Blockchain Survey”, 81% of the respondents believed that
blockchain will achieve mainstream adoption, while 78% stated that their executive
teams are considering its use in their companies or organizations. This means that
the number of companies operating with blockchain will gradually increase in the future,
which in turn means that their interest in submitting blockchain evidence in their
disputes will also increase.

Submitting blockchain evidence may also be time-efficient since the inherent value of
the tamper-proof, time-stamped, authentic evidence will speed up the probative
process, perhaps even suppressing the need to undergo long witness hearings or to
present large documentary evidence. Furthermore, unlike what would typically happen in
court, and provided the parties choose arbitrators who understand the nature and
particularities of this data, their assessment of blockchain evidence will not need further
explanations on the operation of this technology.

From the perspective of the industry, blockchain evidence may also be desirable.
Indeed, its admissibility in international arbitration is no longer only a question of how
desirable it is for litigants—which is unquestionable at this point—but rather how
necessary it is for the forum's evolution and growth.

International arbitration has historically been the preferred dispute mechanism for
cross-border disputes. According to the well-known annual survey of international
arbitration conducted by Queen's Mary University of London, in 2015, 2018 and 2021,
international arbitration was the preferred dispute resolution mechanism for at least
90% of respondents. This preference may be further enhanced if, as expected, the
tech industry increases its use of international arbitration in the near future. In the
2021 survey, respondents were shown to be “keen for progress in technology and its use in
international arbitration to continue”. 

Furthermore, more technologically advanced proposals for arbitration currently being
discussed would gain weight if blockchain evidence were expressly considered
admissible. Notably, the relation between new technologies and arbitration has been a
hot topic over the past couple of years. Much of the discussion has been centered on
inter alia whether fully automated arbitration platforms are a viable option, whether an
award stored on a blockchain would fulfil the requirements for recognition and
enforcement under the New York Convention, the use of smart contracts in arbitation, and
whether artificial intelligence could supersede the role of arbitrators. Surprisingly,
admissibility of blockchain data as evidence has not been overly addressed, despite
the fact that blockchain applications are being discussed as part of more radical
proposals towards automation in arbitration. This may prove that the admissibility of
blockchain evidence is inherently necessary to further the more advanced discussions
that are currently taking place.

Of course, admitting blockchain evidence also has its own shortcomings. Besides the
already tackled hurdles of the system itself (e.g., uncertainty surrounding the identity or
authenticity of the original information inserted in the chain, or fear of hacking attacks),
the fact that this technology is still unfamiliar to both litigants and arbitrators, alongside
the difficulty to master the practical matters related to filing this data, may concern the
arbitration community just as much as they concern the judiciary.

P 24
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b Do current international arbitration rules allow for the admissibility of blockchain
evidence?
Although the international arbitration community may be open to the idea of applying
blockchain to advance this dispute resolution mechanism, explicit rules regarding
admissibility of data extracted from a blockchain have been rarely enacted. 
However, there are three main reasons to consider that the current arbitral framework
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may already allow for this.

First, one of the most distinctive features of arbitration is flexibility, meaning that the
parties can agree on most procedural aspects of the proceeding and that the arbitrators
are granted a certain degree of discretion to apply procedural rules. Thus, it would not be
unreasonable to think that where the admissibility of blockchain evidence is not
prohibited by the parties' agreements or the rules applicable to the proceeding, the
arbitral tribunal may allow blockchain data to be filed as evidence. In fact, article 1.5
of the International Bar Association (“IBA”) Rules on the Taking of Evidence in
International Arbitration (the “IBA Rules”), article 19 of the International Chamber of
Commerce (“ICC”) Rules and article 17.1 of the UNCITRAL Arbitration Rules are
based on the same rationale; i.e., leaving unregulated matters to the discretion of the
arbitrator.

Second, the main rules and guidelines on admission of evidence in international
arbitration do not explicitly prohibit admitting blockchain records. On the contrary, their
wording seems to allow it. For instance, the IBA Rules define “document” for the purposes
of evidence submission as “a writing, communication, picture, drawing, program or data of
any kind, whether recorded or maintained on paper or by electronic, audio, visual or any
other means.” Commentators argue that such innocuous description allows for the
recognition of blockchain data. 

Another key instrument of soft law regarding the taking of evidence in international
arbitration are the Prague Rules, which do not expressly define “document”. However,
digital evidence seems to be included through article 4.7, which allows submissions in
electronic form. Moreover, even if there were doubts that their wording allow the
admissibility of electronic data as evidence, an overall interpretation of the Prague Rules
also indicates that these submissions could be accepted by an arbitral tribunal, mainly
because e-discovery is envisaged, and must be understood as the request or search for
Electronically Stored Information or “ESI” (which includes blockchain records). It has
already been purported that litigators need to anticipate the hurdles that may come
with the e-discovery of blockchain data (e.g. how to export the data). 

Likewise, the ICC also seems to grant admissibility to electronic documents and
metadata, which must mean that blockchain records could also be admissible.

Third, even if rules offer little guidance on the admissibility of blockchain evidence and
mainly rely on the arbitrator's discretion, evidence is not usually rejected by arbitrators
because of possible challenges to the award if unreasoned refusal occurs, which may
be a good enough reason to believe that blockchain records will often be admitted as
well.
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c Proposals regarding admissibility of blockchain evidence in international arbitration
From all that has been discussed above, it is submitted that international arbitration
ought to explicitly regulate the admissibility of blockchain evidence either through (i) a
multilateral legal instrument on the taking of digital evidence, or (ii) the modification of
the current arbitral rules and guidelines.

This proposal is based on the premise that a clearer regulatory instrument would (i)
significantly minimize the parties' transaction costs when choosing to use evidence
based on blockchain technology, which per se is a welcomed consequence; (ii) grant
further certainty to litigants with regards to the requirements for filing blockchain
evidence; and (iii) position international arbitration at the technological forefront of
dispute resolution forums.

Regarding the first aspect of this premise, we consider it uncontroversial that the
creation of a clear set of rules on the taking, use and submission of blockchain evidence
would ease the parties' negotiation process when deciding on procedural matters, and 
thus would minimize the parties' transaction costs. It is argued that referral to rules and
guidelines help to achieve a cost and time-efficient process. Take for instance the 2010
IBA Rules. Shortly after their adoption, 85% of litigants already considered them useful,
and a vast majority of arbitrations where conducted referring to them, which proves
that the IBA Rules decreased parties' transaction costs when they were negotiating the
procedural matters of their proceedings.

As far as the second part of the premise is concerned, the uncertainty that litigants face
when intending to submit blockchain evidence (especially regarding the requirements
and formalities that should be followed when filing it) calls for further regulation. The fact
that the ICC Commission Report on Managing E-Document Production, an institutional
document thought out to shed some light on the production of electronic evidence, has
no mention on how to handle, submit and assess evidence produced in distributed
ledger technologies or blockchain, indicates the utter lack of guidance on the matter. 

Moreover, just as the IBA Rules helped neutralize procedural issues when litigants came
from different legal backgrounds, the issuance of clear and express rules regarding
blockchain evidence could provide certainty to parties coming from jurisdictions with
different perspectives regarding the admissibility of blockchain evidence.
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Truth be said, when talking about the application of new technologies in arbitration,
“even if we, as the arbitration community, opt for “no”, the market may still decide “yes”.

Indeed, according to recent surveys, 76% of tech companies and 71% of financial
services' providers already operate with blockchains or are planning to do so in the
immediate future. Coincidentally, these two industries specifically highlight the need
for sector-specialized rules in international arbitration as a way to make the forum more
suitable to the resolution of their disputes, with technology companies even placing it as
their preferred change for the development of arbitration. 

Therefore, if international arbitration is to remain relevant among these industries, it
must try to evolve alongside its users by offering them certainty on whether, and how, the
technologies they usually operate with will be recognized in their dispute resolution
proceedings.

Lastly, we believe that the establishment of a clear and express framework on the
admissibility of blockchain evidence would position international arbitration  at the
forefront of technologically advanced dispute resolution mechanisms. In the current
times of ever-changing technological developments and political aversion to
international and regional integration, arbitration has once again the chance to position
itself in the vanguard of legal innovation by being the first cross-border dispute
resolution forum to regulate and detail the recognition, submission and assessment of
blockchain evidence.

Indeed, while domestic courts generally require thorough legislative changes in order to
adapt and benefit from new technologies, the flexible nature of arbitration makes its
reshaping much easier. The inherent self-regulatory, multi-party character of
international arbitration would certainly help achieve mainstream regulation of
blockchain admissibility in proceedings, paving the way for jurisdictions that struggle to
detangle the matter by themselves.

(66) 

(67) 

(68)

P 29

5 Conclusion
The authors submit that, given the increasing use of blockchain solutions in the business
world, the international arbitration framework needs to be revised to expressly provide
for the admissibility of evidence based on blockchain. This is notwithstanding the fact
that the current rules and guidelines are broad enough to consider that blockchain
evidence is admissible in international arbitration.

This will be beneficial to litigants for several reasons. First, a solid framework on the
admissibility and use of blockchain-based evidence will decrease the parties'
transactions costs when deciding to submit evidence based on that technology. Second, a
similar benefit will take place at the stage of producing such evidence: knowing in
advance what requirements evidence produced through blockchain means must fulfil to
be used in arbitration proceedings will give the parties and the practitioners a high
degree of certainty, gradually turning into best practices.

This will also be beneficial to the forum itself, because it will lure into international
arbitration the increasing number of companies that are implementing blockchain
solutions in their business processes.
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For instance, a more detailed outlook on litigation trends over cryptocurrencies can
be found in Robert Kim, Jason Gottlieb, Daniel Isaacs, Christopher Pendleton and
Yelena Dunaevsky's “Crypto Enforcement Actions and Litigation Report” (Morrison
Cohen, 2018)
https://www.morrisoncohen.com/siteFiles/files/Crypto%20Enforcement%20Actions
%20and%20 Litigation%20R... last accessed October 28, 2021. Regarding smarts
contracts, the Singapore International Commercial Court ruled on its nature in the
landmark case B2C2 Ltd v Quoine Pte Ltd [2019] SGHC(I) 03, while other jurisdictions
are expecting a rise in litigation on the matter soon. In words of Sir Geoffrey Vos,
current Chancellor of the High Court of the United Kingdom, “[t]he one thing I can
promise, however, is that there will be litigation about smart contacts when they
become ubiquitous in the industries that are served by the Business and Property
Courts”. (Sir Geoffrey Vos in the Annual COMBAR lecture “Future Proofing for
Commercial Lawyers in an Unpredictable World” held on Tuesday 12th November
2019 at 5.30pm. Trasncript available at https://www.judiciary.uk/wp-
content/uploads/2019/11/COMBAR.lecture2019. final_.pdf, last accessed October 28,
2021). To help lawyers navigate the matter, the UK Jurisdiction Taskforce issued in
2019 the “Legal Statement on Cryptoassets and Smart Contracts.”

Cases have been filed on whether the term “blockchain” can be trademarked and
whether blockchain technology is a trade secret by nature. Some examples are,
respectively, Blockchain Luxembourg S.A v Paymium, SAS, No. 18-cv-08612 (S.D.N.Y,
August 7, 2019) and Invisible Dot, Inc.v DeDecker, 2:18-cv-08168 (C.D.Cal, February 6,
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